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Introduction

The Governor of Virginia has recognized the need o address
interoperability in communities throughout the Commonwealth and has
charged the Office of Public Safety to design a strategic plan for statewide
interoperability. The involvement of local and statewide emergency
responders is essential to the success of developing a Statewide
Interoperability Strategic Plan.

In order to develop a collaborative Statewide Interoperability Strategic
Plan, the Office of Public Safety is conducting six (6) focus group sessions,
comprised mainly of informal and formal leaders from fire, law enforcement,
and Emergency Medical Services (EMS) departments. Additional
representation includes public health, local and state agencies, in order to
accurately capture local perspectives on the state of interoperable
communications in Virginia.

The outcomes and purpose of the focus group sessions are as follows:

QO Capture of local emergency responder perspectives on interoperable
communications

QO Shared understanding of interoperability issues specific to each
region of VA

O Education and shared awareness of interoperability issues across
stakeholder groups

O Aftention paid o emergency responder commonalities as opposed to
differences

Each focus group session is designed as a series of conversations centered
on the following: interoperability, statewide and regional, as it relates to
the current state, the case for why change needs to happen, the envisioned
future state, recommended strategies to pursue, and barriers to achieving
the future state.

Executive Summary

The Northern Virginia focus group session on May 4, 2004 provided valuable
input from the local perspective for the development of the Statewide
Communications Interoperability Strategic Plan. The focus group identified
the following major initiatives to be considered during the strategic planning
session on May 18™: (1) Integrate disparate CAD systems, (2) Protect and
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expand the ability to communicate interference free, (3) Establish a single
regional Public Safety Answering Point, and (4) Adopt a technical standard
for radio communications.

Detailed Overview
Current State

The objective of the Current State is to affirm the facts and identify the
problems related to interoperability in day-to-day activities and mutual aid
efforts.

The Northern Virginia focus group identified the following Current State
themes specific to Day-to-Day and Mutual Aid interoperability:

>

>

Y
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Nextel 800MHz Rebanding Consensus Plan has not been adopted by the
FCC, effecting the 800MHz system in the National Capital Region (NCR)
Localities are not able o communicate directly with the VA State Police
Users have not received training on how to operate the radios

Example: While conducting an Anthrax drill with the school bus system, a medical

director requested five 800MHz radios, but school buses are not interoperable with
these radios

Radio interoperability exists: Technology exists to communicate across
disciplines within the NCR
o Except Prince Georges County, MD
No priority is given to public safety for cell phone use in the event of an
emergency
CAD systems are not integrated across the NCR
Example: Fairfax County, Arlington County, and City of Alexandria CAD systems
cannot determine which jurisdiction is closest to the scene of an incident as

attempts are made to provide the fastest response; a dispatch center is used to
obtain this information

No common language
o Police use different ten codes

An Incident Management Team is being developed to help sustain

operation in incident response
o Training for cross jurisdictional support after first 24 hours of incident

Lack of operational framework

Metropolitan Area is training for major events
o Live weekend drills to prepare for disasters such as airplane crashes

Cache of radios with portable computers have been purchased; Fairfax
and Montgomery counties are coordinating this effort
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o No explicit plans for training and coordination for the equipment
Fire and EMS specific:
> Operate on an 800MHz system

> Operational agreements exist between some jurisdictions:
o Arlington County, City of Alexandria, and Fairfax County
o Fairfax County and Prince William County
o Fairfax County and Loudoun County
o Arlington County and District of Columbia

» Standard operating procedure agreements for all of Northern Virginia
were established in April 2004, clarifying how military, fire and EMS
agencies will cooperate with the local, state and federal levels at an
incident scene

Case for Change

The objective of the Case for Change conversation is to discuss the
consequences and implications if changes to Virginia's state of interoperable
communications do not occur. The Case for Change statements should appeal
to the emotions of individuals and result in action.

The Northern Virginia focus group identified the following Case for Change:

Responsibility:
> Safety is the primary job of elected officials
> Protecting our open society and the way we live is our fundamental
responsibility to our citizens
> Failure is not an option when it comes to the 911 system - consider your
expectations when it comes to the health and safety of your loved ones -
this is true for the public safety community and interoperability
Considerations:
» Vulnerabilities of the region:
o Target for terrorism: not a matter of if, but when
o Proximity of international airports
o Concentration of terrorist cells due to proximity o DC
o High density of population
o Road system prevents people from evacuating the area in emergencies
> Delays in communication may result in jeopardizing the heath and safety
of our first responders in day to day operations and the potential of
responding to a major event
> Communications is the core of the command and control structure in the

public safety community
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> The effort needs to begin now since it takes time to implement and
establish the infrastructure necessary to fully equip our public safety
responders

Approach:

> Federal government is eager to fund efforts that support local and state
strategies for interoperability

> Use sales tax increase for partial funding

> Leverage investments that have already been made in the communications
infrastructure

> Funding this effort will support the set up of a governance board that
will drive the implementation of the strategic plan

Future State
The objective of the Future State conversation is to discuss what
interoperability in Virginia should be.

The Northern Virginia focus group highlighted the following elements of the
Future State of communications interoperability in Virginia:

> One (1) regional interoperability system enables any public safety
responder to communicate with any other responder in the state
o Seamless voice and data
o Redundancy and scaleable
o Used for day to day and large events
o User friendly
o Self-adjusts to correct system and human failure
> Operate from agreed upon standard of operation and validated set of
requirements
> Umbrella structure exists for interoperability policies and procedures
> Management infrastructure values and invests in maintenance and
recurring training on the system
> No unnecessary jurisdictional boundaries:
o Purchase, maintain, and train fogether when appropriate
> Public safety has priority use of cell phone cells
> Sufficient and available dedicated spectrum exists in the present and
future
> Equipment is in vehicles and in command centers
» Training is built intfo buying and maintenance
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> Software defined radios are operated via satellite; spectrum is no longer
required

> GPS video is real time enabling the public safety community to tie into
the first responders on the scene

> Citizens and public safety partner to share information via the 311 and
922 citizen links

Strategy

i i i
(. Jl,l_'.

The purpose of the S‘ra}egy conversation is to identify the fundamental
strategic initiatives essential to successfully implement a statewide
interoperability plan in Virginia.

The Northern Virginia feam identified the following critical initiatives to
achieve communications interoperability statewide:
1. Integrate disparate CAD systems.

2. Protect and expand our ability to communicate interference free:
a. Set firm date to move television stations out of the 700mhz band and
expand to public safety users (channels 68-72); all to public safety; and
b. Move Nextel out of the public safety space (806).

3. Establish a single regional Public Safety Answering Point (PSAP), with
redundant capabilities, for Northern Virginia, and ultimately the
National Capital Region.

4. Implement and adhere to a technical standard for radio
communication.
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Barriers
The purpose of the Barriers conversation is o identify factors hindering
the effort to achieve the Future State.

The Northern Virginia feam identified the following barriers in implementing
a statewide plan for interoperability:

> Lack of substantial political support
o Insufficient buy-in, funding, and resources
o Spending money on other equipment rather than moving to core
solutions for interoperability
> Regional agendas: "...the Great State of Northern Virginia..."
> Lack of configuration management
o Technology enhancements to one jurisdiction’s radio system impact
surrounding jurisdictions since equipment may be shared across
jurisdictions
> High variety of vendors and products lends to inconsistent purchasing
across disciplines and jurisdictions

Next Steps

The outcomes from the six (6) regional focus group sessions will drive the
strategic planning session so that the key initiatives identified can serve as
the cornerstones of the Statewide Interoperability Strategic Plan. The
strategic planning session is scheduled to take place in Richmond, Virginia on
May 18, 2004.

There is a strong commitment to maintain the communication flow between
the Office of Public Safety and the participants of each focus group as the
planning for statewide interoperability in Virginia progresses. This report
details the results of the Northern Virginia focus group meeting and was
distributed to the participants by Monday May 10, 2004. In addition, the
results of the conversations with all six (6) focus groups will be made
available to all participants by mid-May.
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Participants of the May 4, 2004 focus group meeting, in Manassas, Virginia, on VA Strategic Planning for

Statewide Interoperability:

Last Name | First Name | Division - Department Phone Email
Virginia State Police (Bureau of

Allen Dave Criminal Investigation) 540-829-7750 jdallen@vsp.state.va.us

Allen Eddie Fredericksburg Fire Department 540-372-1059 eallen@fburg.city.state.va.us

Beil Clark VDH 703-273-3589 Clark.Beil@vdh.virginia.gov

Butters Tim City of Fairfax Fire Dept 703-385-7845 tbutters@fairfaxva.gov

Causey Cindi VDEM 540-718-1745 vdemcausey@msn.com
Commander Public Safety

Charron James Communications Center 703-280-0528 james.charron@fairfaxcounty.gov

Deli Michael Fairfax Fire and Rescue Dept 703-246-2834 michael.deli@fairfaxcounty.gov

Devlin Suzanne Fairfax County Police Dept 703-246-3396 suzanne.devlin@fairfaxcounty.gov
No. VA Emergency Medical Services

Duncan Melinda Council 703-726-3636 Melinda@vaems.org

Dunn Larry Department of Forestry dunnl@dof .state.va.us

Goodridge | Linda Stafford Sheriff's Office

540-658-4408

Igoodridge@co.stafford.va.us

Prince William County Dept. of Fire &

Granger Chris Rescue Division 7 703-792-4458

Griffin Bob Loudoun County 703-777-0333 bgriffin@loudoun.gov

Ivey Mike VSP 703-631-3000 mivey@aol.com

Johnson Dale City of Alexandria Police Department | 703-930-1175 dale.johnson@ci.alexandria.va.us

Kuhler Chuck Department of Forestry 540-347-6358 kuhlerc@dof.state.va.us

Landis Chris VvDOT 703-383-2623 christopher.landis@virginiadot.org
PWC office of Public Safety

Miller Alfred Communications 703-792-7146 amiller@pwcgov.org
JMU Institute for Infrastructure

Milloy Jessica and Information Assurance 703-993-4720 milloy jim@ jmu.edu

Plaugher Ed Arlington County Fire Dept

703-228-3355

eplaug@co.arlington.va.us
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Last Name | First Name | Division - Department Phone Email
Virginia Office of Emergency Medical
Pullen Ken Services 540-675-3091 Ken.Pullen@vdh.virginia.gov
Rogers Wes Fairfax County Fire and Rescue Dept | 703-246-3811 wes.rogers@fairfaxcounty.gov
Stonewall Jackson Volunteer Fire
Rubino Richard Department and Rescue Squad 202-828-5519 rdr@bloostonlaw.com
Scott Douglas Arlington County Police Dept 703-228-4040 dscott@co.arlington.va.us
Fairfax Department of Emergency
Shrout Roy Management 703-324-2345 roy.shrout@fairfaxcounty.gov
Windemuth | Bill Loudoun County Sheriffs Office 703-771-5505 wwindemu@loudoun.gov
Wadsworth | James DIT, Radio Services Center 703-324-3635 james.wadsworth@fairfaxcounty.qov
Wyrick Michael Northern Virginia Hospital Alliance MKWyrick@cs.com

Please contact Chris Essid to obtain contact information for the federal representatives at the Manassas Focus Group session.
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